S Secude

m

HaloCAD

HaloCAD for Windchill
Installation Manual

Version 2.8



Copyright

© 2025-2026 Secude Solutions AG. All Rights Reserved.

This Secude-branded software and its corresponding documentation are the exclusive property of Secude Solutions AG of Luzern,
Switzerland and are protected under the various copyright laws around the world and by various other intellectual property laws. The
use of this software and/or its documentation and any copying thereof by end users is subject to the terms of a license agreement
with Secude Solutions AG. The wrongful use or copying of this software and/or documentation subjects infringers to both criminal

and civil liabilities.

ANY USE, COPYING, REPRODUCTION, ALTERATION, TRANSMISSION, OR TRANSLATION OF THESE MATERIALS, IN WHOLE OR IN
PART, IN ANY FORM OR BY ANY MEANS, IS STRICTLY PROHIBITED WITHOUT THE PRIOR WRITTEN PERMISSION OF SECUDE
SOLUTIONS AG. IF THIS MATERIAL IS PROVIDED WITH SOFTWARE LICENSED BY SECUDE, THE INFORMATION HEREIN IS PROVIDED
SUBJECT TO THE TERMS OF THE WARRANTY PROVIDED WITH THE PRODUCT LICENSE. IF THIS MATERIAL IS NOT PROVIDED WITH
LICENSED SOFTWARE, THE INFORMATION HEREIN IS PROVIDED “AS IS” WITHOUT WARRANTY OF ANY KIND. IN EITHER CASE,
THERE ARE NO OTHER WARRANTIES, EITHER EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO THE IMPLIED WARRANTIES
OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, NONINFRINGEMENT, OR QUALITY. IN NO EVENT SHALL SECUDE
SOLUTIONS AG OR ANY OF ITS AFFILIATES BE LIABLE FOR ANY DIRECT OR INDIRECT, SPECIAL, INCIDENTAL, CONSEQUENTIAL,
PUNITIVE, OR EXEMPLARY DAMAGES ARISING OUT OF THE USE OR INABILITY TO USE THE MATERIALS AND/OR INFORMATION
CONTAINED HEREIN. Some jurisdictions do not allow the exclusion of implied warranties, so the above exclusion may not apply to

you.

Secude Solutions AG takes reasonable measures to ensure the quality of the data and other information produced herein. However,
these materials may contain technical inaccuracies or typographical errors, and are not guaranteed to be error-free. Information may
be changed or updated without notice. Secude Solutions AG has no obligation to update these materials based on changes to its
products or services or those of third parties. Secude Solutions AG may also make improvements or changes to the products or
services described in this information at any time without notice. Secude Solutions AG frequently releases new versions and updates

to its software, and therefore images shown in this document may be slightly different from what you see on screen.

As with any security product, Secude Solutions AG highly recommends the back up of data as well as passwords on a regular basis.
Secude Solutions AG is not responsible for the loss of passwords or data that cannot be retrieved based upon a user’s failure to

adhere to stringent backup and safe-keeping conventions.

Contact

Secude Solutions AG
Murbacherstrasse 19
6003 Luzern, Switzerland

Mail: info@secude.com

Support

Web: https://support.secude.com

Mail: support@secude.com



mailto:info@secude.com
https://secude.atlassian.net/servicedesk/customer/portal/1
mailto:support@secude.com

Table of Contents

INTRODUCTION...... .ottt reeeereaeereaneeseaneseanssssanssssenssssensssssnsssssnsssses 1
1.1. How does HaloCAD for PLM protect your Data?...........ccccooueeeeiieiiiiieieeeeceeeeeee e 1
1.2. ADOUL thisS MANUAL ..ottt sttt et be e nae e 1
1.3. REFErENCE MaANUAIS.........oiiiiieiiiee ettt be st seeeeens 2
1.4. CoOMPONENT FUNCLIONS .....oiiiiiiiic et ettt e e e et e e e e eare e e e s aaeeeeenres 2
INSTALLING THE HALOCAD FOR WINDCHILL.........ccivuiiiiiiiiniireniineneereneerenneenes 5
2.1. SYSTEM REQUITEMENTS ...ttt ettt et e et e et e et e e s ateesnteeeteeesnaeeenneas 5
2.2. PrEIEQUISITES ..ot e et e e e et e e e e e ata e e e etb e e e e s tae e e eeataeeeaaraeans 5
2.2.1. Conditions for Running the HaloENGINE Tomcat Service ...........ccccecvevvevierieeeieenenens 6
2.3. HaloCAD in WindOWS ENVIFONMENT ......cc.oiuiiiiiiitiieieieeie ettt 8
2.3.1. INSTallation MOGES ......ccoiuiiiiieiieiiee et 8
2.3.2. Configuration MethOdS............coooiiiiiiiiiccc e 15
2.4. Configuring the TOMCAt SEIVICE .......ocueieiiiiceeceeeeeee ettt 26
247, WINHTTP ProXy SETHNGS .....coeoiiieiie ettt 29
UPDATING THE HALOCAD CONFIGURATION......cc.iiimiiiniiiiiirencereneeereneenennnes 31
APPENDIX ...ttt e sreeessenessanessenssssensssssnsssssnssssenssssenes 32
41. Enabling Split AUthentiCatioN..........ccuiiiieieeee e e 32
42. Failover Mechanism for HaloENGINE in HaloCAD for PLM ..........cccooeiiiiineieceeeeeee 32
4.3. THIrd-Party LIDrari@s ........oooviiiiiie ettt sttt steesaeesaae 34
4.4, Metadata DefinitioN ..........ocoieiiiee ettt 35
4.5, Download Log DefinitioN .........ccvoiuiiiiiiiieee ettt 36
4.5.1. Whatis SIEM INTEGration? .......cccvieiieiieieeie ettt 36
4.5.2. Why CEF Standard?...........cccueiiiriiieeiiesee ettt e 37
4.5.3. Why LEEF STaNdard?..........c.oocuieiiiiieiieeeeee ettt 39
4.5.4, Why JSON Standard?.........c.cocuieiiiiiiiieiieie ettt esaeeeaesanas 41

4.6. Uninstalling the HaloCAD Component from Windows...........c.cooieiieiiiiiccicciceccece e, 42



Typographic Conventions

This guide uses the following typographic conventions to distinguish types of in-text information and icons

to alert you to important information.

Convention

Boldface type

Italic type

Consolas Font

Hyperlink

Admonitions

Description

ltems you must select, such as menu options, command buttons, or items
in a list.
Titles of sections, sub-sections, etc.

To emphasize a word
Error messages
Table and Figure captions

Package names

Filenames and directory names

XML element names and attribute names
Parameters

File type

Code examples

Example:

hesadm.exe start -user <domain\user> -pwd <password>

Provides quick and easy access to cross-referenced topics. Hyperlinks are
highlighted in blue and underlined.

Note
Provides additional information relevant to the topic.

Warning

Contains information about circumstances, parameters, and so on that
MUST be fulfilled. Failure to comply will have consequences for the
current operation.

Tip
Contains useful information about the operation of the application.

Info

Contains information, guidelines, or suggestions for performing tasks
more effectively.
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1. Introduction

Companies across various industries, including automotive, aviation, and high-tech, create and manage
their intellectual property (IP) based on drawings. These drawings are created digitally using computer-
aided design (CAD) applications and are shared with users outside the organization owing to business
considerations. It's essential to understand the potential risks associated with sharing business
information. Comprehensive security measures are crucial for mitigating risks and protecting sensitive
data. HaloCAD, a purpose-built data protection solution, is designed to help organizations achieve this

objective effectively.

1.1. How does HaloCAD for PLM protect your Data?

The HaloCAD for PLM solution integrates seamlessly with the PLM application, including the features of
HaloCAD PROTECT and HaloCAD MONITOR, while utilizing Microsoft Purview Information Protection
(MPIP), formerly Microsoft Information Protection (MIP), to provide Enterprise Digital Rights
Management (EDRM) capabilities.

It provides access to MPIP-protected files, including label handling and privilege enforcement. Any file
access actions, such as check-out or export, that may result in a download are intercepted by the
HaloCAD for PLM solution, automatically protected based on predefined rules, and then delivered to the
end user. Similarly, file access actions such as check-in or upload are intercepted and examined. If a
protected file is detected, it is decrypted, and the unprotected file is returned to the PLM vault. For CAD
users, the handling of CAD files remains seamless, as these processes occur entirely in the
background. By applying MPIP labels, the solution ensures end-to-end security for CAD files, while all

upload and download activities are continuously monitored and logged to provide complete traceability.

1.2. About this Manual

This manual walks you through the installation and configuration procedures unique to HaloCAD for
Windchill.

Reference
Before proceeding with the instructions in this manual, administrators should:
1. Review the Technical Reference Manual to understand HaloCAD's architecture and prerequisites.

2. Refer to the Release Notes to verify the supported CAD applications.

Installation Manual 1 of 43
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1.3. Reference Manuals

The table below describes where to obtain information in the HaloCAD documentation set.

For information on Refer to

Step 1: For details on supported operating HaloCAD_Windchill ReleaseNotes_EN_Online.pd
systems, file types, and CAD applications, see

the Release Notes.

Step 2: Prerequisites HaloCAD_Technical_Reference_Manual_EN_Online.p

df
1. Before installing, it is recommended that you

fulfill the prerequisites, such as registering
an application in Microsoft Entra ID

2. HaloCAD Architecture

3. Registering an Application in Microsoft Entra
ID - Web

4. Office 365 Subscription Details

5. Recommended URLs, Addresses, and Ports
for MPIP

6. Enable Support for TLS 1.2 at the Client

Workstation for Microsoft Entra ID

Step 3: How to install HaloCAD Add-on for HaloCAD _Creo_Manual_Installation_EN_Online.pdf
Creo

Step 4: Install and configure HaloENGINE HaloENGINE_Manual_Installation_EN_Online.pdf
Step 5: Install and configure HaloCAD for Refer to the current manual.

Windchill

Step 6: Workflow illustrating protection and HaloCAD _Windchill Manual Operations_EN_Online.

decryption pdf

1.4. Component Functions

The following components are involved in HaloCAD architecture when deployed in an integrated

environment:

1. HaloCAD Add-on for Creo

Installation Manual 2 of 43
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2. HaloCAD for Windchill
3. HaloENGINE
4. Microsoft Purview Information Protection

The following list outlines the functions of each component.

HaloCAD Add-on for Creo performs the following functions:

1. Operates within the Creo Parametric application.
2. Receives protected files from Windchill and displays their associated labels while enforcing
permissions.

3. Logs all add-on-related activities for auditing purposes.

HaloCAD for Windchill performs the following functions:

1. Resides on the server hosting Windchill PLM Server.

2. Listens for check-in and check-out actions initiated via the browser or Creo.

w

. Connects to Microsoft Purview Information Protection to download sensitivity labels for file
processing.

. Collects metadata for the user-selected file.

. Obtains action and label information for the user-selected file from HaloENGINE for file processing.

. Performs encryption and forwards the file stream to the CAD client during check-out operations.

. Performs decryption and stores the unprotected file in the PLM Vault during check-in operations.

0o N o o1 b

. Logs HaloCAD for Windchill component activities to the local log and sends monitor logs to the
HaloENGINE.

Recommendations for improving performance

MPIP offline access

Configure the labels to allow offline access. This must be configured in the Microsoft Purview
portal under Items > Allow offline access > Always. Choosing this option could have an effect on
the revocation process. Therefore, it needs to be taken into account when choosing the offline

access option. Please refer to the Microsoft Documentation “Restrict access to content by using

sensitivity labels to apply encryption”.

HaloENGINE performs the following functions:

1. HaloENGINE is a Java-based server component that exposes a web service to HaloCAD for
Windchill.

2. Connects to Microsoft Purview Information Protection to download sensitivity labels and make them
available for configuration.

3. Implements business logic.

Installation Manual 3 0f 43
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4. Logs events received from HaloCAD for Windchill.

Microsoft Purview Information Protection

HaloCAD seamlessly integrates with Microsoft Purview Information Protection solution to protect your
sensitive documents. Microsoft Purview Information Protection is an industry document security
solution that enables businesses to ensure that only authorized users can open the protected content
while also regulating what they can do with it, such as print, edit, or save. Even if sensitive data is leaked

accidentally or maliciously, unauthorized parties cannot view it in clear text, thus leaving it useless.

Microsoft documentation
This manual assumes that you already have a complete setup of Microsoft Purview Information

Protection and you are familiar with using the Microsoft Purview portal and related concepts. If you

are new, you can refer to Microsoft's online documentation for setup and configuration.

Installation Manual 4 of 43
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2.Installing the HaloCAD for Windchill

This chapter explains the requirements, prerequisites, and how to install HaloCAD for Windchill.

2.1. System Requirements

The following system requirements table outlines the minimum and recommended technical

specifications, including software and network resources, required to run the product.

Components Details

Supported Operating Systems Windows Server 2022 and above with updates
installed.

Supported file types 1. Creo file types

2. MS Office native file types
3. Non-Office file types

Others Install HaloENGINE and HaloCAD for PLM separately

on Windows servers.

2.2. Prerequisites

The following preparatory steps or conditions must be met before installing the product.

1. Ensure that you have administrative access to install the HaloCAD component.

2. Ensure that the client computer running the HaloCAD Add-on can connect to the Windchill Server.

3. If you download your files from a Replication Server, install HaloCAD for Windchill on the Replication
Server.

4. If you want to use custom attributes as metadata while protecting, make sure the Type and Attribute
Management Utility page is configured.

5. Ensure that your HaloENGINE meets the requirements listed below:
a. License file (enabled with WINDCHILL system type).
b. Proper action rules

c. Client certificate (. JKS)

Installation Manual 50f 43
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6. Ensure that PATH is added to the System variable to run the HaloCAD Configuration Tool:
For example, PATH=C: \WINDOWS\system32;C: \WINDOWS;C:\Program
Files\Java\jdk1.8.0_241\bin

7. In a Windchill setup with Single Sign On (SSO) implemented on the master/main server and a replica
server connected to it, HaloCAD has a limitation when obtaining metadata from the replica server
using SSO-based authentication. In this case, we recommend that you enable split authentication for
the HaloCAD rest endpoint. Please refer to the section “Enabling Split Authentication” and for more

information, see PTC Knowledge Base Article CS291543.

8. If you want to implement a failover mechanism in HaloENGINE, please refer to the section “Failover
Mechanism for HaloENGINE in HaloCAD for PLM".
9. Ensure that both HaloCAD for Windchill and HaloENGINE are installed using the same Azure tenant

details. A mismatch in the tenant details will result in configuration errors.

10. Ensure that the previously installed HaloENGINE Service is completely uninstalled.
2.2.1. Conditions for Running the HaloENGINE Tomcat Service

Before you begin, make sure that the following prerequisites are met in your system:
Deny log on as a service policy

If the service is running under a specific user or a specific group, ensure that the user is not restricted
by the Deny log on as a service policy (Local Security Policy > Security Settings > Local Policies > User
Rights Assignment). If the user(s) exist, the “Error 1069: The Service did not start due to a logon failure”

message appears while running the HaloENGINE Tomcat service.
Allow non-admin users to access a private key (without full admin rights)

During installation, the HaloENGINE gets the required Microsoft Entra ID application details and
certificate thumbprint. When the HaloENGINE Tomcat service starts, it tries to connect to the MPIP
services using the details entered during installation. As part of this process, it validates the certificate
thumbprint against the certificate installed in the Local Computer certificate store. The thumbprint

entered in the installation wizard must match the one available in the Local Computer certificate store.

If the service runs under a non-administrative user account, the user may not have sufficient
permissions to access the certificate’s private keys when the certificate is installed in the Local
Computer store. This restriction prevents successful authentication with MPIP services. To resolve this
issue, grant the user Read permission to access the certificate’s private key by following the steps

listed below.

Any errors encountered during this process are recorded in the log file. If the verification succeeds, the

service proceeds with initialization.

Installation Manual 6 of 43
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Prerequisites

1. The required certificates (machine certificate, root CA, and intermediate CA) are already installed.

2. The private key is stored in the Windows Certificate Store under Local Computer.

3. You have administrative rights to perform the setup.

Follow the procedure below to grant read access:

1. Open Certificate Manager as Administrator.
2. Press Win + R, type mmc, and press Enter.
3. In the console, go to File and select Add/Remove Snap-in.
4. Select Certificates from the list and click Add.
5. Choose the Computer account, then click Next, followed by Finish, and then OK.
6. In the left panel, expand Certificates (Local Computer), expand Personal, and select Certificates.
7. ldentify the certificate that contains the private key.
8. Right-click the certificate, select All Tasks, and then select Manage Private Keys.
9. In the Permissions window, click Add and enter the non-admin username (for example, TESTIL) and
click OK.
10. Select the Read permission, click Apply, and then click OK.
&
E File Action View Favorites Window Help x
o HE 42 XEE HE
| Console Reot Issued To - Issued By || Actinne
w _,JJ Certificates (Local Computer) . .
o Permissions for SYLUD306.SECUDE local private keys X |eates =
w || Personal :
| Certificates Security ore Actions »
w || Trusted Root Certification Authori
| Certificates Group or user names: 306.5ECUDE local -
| Enterprise Trust 8% SYSTEM ore Actions 3
°| Intermediate Certification Author 82 Administrators | “Administrators)
| Trusted Publishers 3 LogonSessionld_0_5665313340 (NT AUTHORITY)
| Untrusted Certificates & TESTUSER (MBI sSMIanEsi TES TUSER)
_| Third-Party Root Certification Aut
| Trusted People
| Client Authentication Issuers Add... Remove
“| Preview Build Roots
7| Test Roots Pemissions for TESTUSER Allow Deny
| Other People Full contral O O
_| Remote Desktop Read -] O
| Certificate Enroliment Requests Special permissions
“| Smart Card Trusted Roots
| Trusted Packaged App Installatior
| Trusted Devices ) - )
| Windows Live ID Token Issuer Eﬁé;ﬁﬂ‘:lniee?mmns Eedemcadiating s Advanced
| WindowsServerUpdateServices
Cancel Ar
< >|| € >
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2.3. HaloCAD in Windows Environment

This section explains how to set up HaloCAD for Windchill using an installer for Windows-based Master

and Replica Servers. The installer is included in the installation package.
2.3.1. Installation Modes

You can install the HaloCAD for Windchill component in the following modes:

1. Graphical Mode
Graphical mode installation is an interactive, graphical user interface-based method that is driven by
a wizard.

2. Silent Mode
Silent-mode installation is a non-interactive method of installing the HaloCAD for Windchill
component using command lines.

Prerequisites

Before installing HaloCAD, ensure that the following requirements are met:

1. Azure application registration details: Please refer to the Technical Reference Manual.
2. The certificate required for MPIP authentication must be installed in the Local Computer certificate
store, along with the Root CA and Intermediate CA certificates.
o If the certificate is CA-signed, install all related certificates in their respective stores (Root,
Intermediate, and Personal).

o If the certificate is self-signed, install it in both the Trusted Root Certification Authorities and

Personal stores of the Local Computer.
3. Administrator rights: The user performing the HaloCAD installation must have administrator
privileges.
Installer selection: Use the installer based on your PTC Windchill version:

e For Windchill 13.1.0.0, use the installer located in <Product package>\<Version>\Windchill
13.1.0.0\windows

e For Windchill 13.0.2.0 and Windchill 13.0.2.4, use the installer located in <Product

package>\<Version>\Windchill 13.0.2.x\windows
2.3.1.1. Graphical Mode

1. To begin the interactive installation, double-click the installer HaloCAD_Windchill Setup.exe

file. Depending on your Windows security settings, you may get a warning such as "Do you want to

Installation Manual 8 of 43
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allow the following program to make changes to this computer?”. If you get this security warning, click

the Yes button to continue the installation.

2. When the installer starts, the Startup dialog appears, followed by the Welcome dialog.

HaloCAD

SSecude

Startup dialog

Secude HaloCAD for Windchill Setup *

HaloCAD

Welcome

Yelcome to the HaloCAD for Windchill Setup Wizard
License Agreement

This setup wizard will install the HaleCAD for Windchill (version 2.8, ) on your
computer. Click Cancel to exit the setup wizard.

windchill Directory

Destinagtion Dirgckary

MPIP Information

Welcome dialog
3. Click Next to continue the installation.

4. The End-User License Agreement (EULA) dialog appears.

Installation Manual
Version 2026-04-29-V1
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Secude HaloCAD for Windchill Setup *

License Agresment

HaloCAD

Please read the following license agreement carefully.

Secude Solutions AG End-User License Agreement for "

HaloCAD Software

NOTICE: READ THIS END-USER LICENSE AGREEMENT CAREFULLY BEFORE INSTALLING,
ACCESSING, COPYING OR USING THE SOFTWARE ACCOMPANYING THIS AGREEMENT. BY
LOADING OR USING THE SOFTWARE, YOU ARE AGREEING TO THE TERMS OF THIS LICENSE
'WHICH CREATES A LEGALLY ENFORCEABLE CONTRACT BETWEEN SECUDE SOLUTIONS AG
AND YOU AND CONSTITUTES ACCEPTANCE OF ALL TERMS AND CONDITIONS OF THIS
AGREEMENT WITHOUT MODIFICATION.

RETURN: IF YOU ARE NOT AUTHORIZED TO ENTER INTO THIS AGREEMENT, OR IF YOU DO
NOT AGREE TO ALL OF THE TEEMS OF THIS AGREEMENT, THEN YOU MUST NOT INSTALL,
ACCESS, COPY OR USE THE SOFTWARE, AND YOU MUST DELETE AND PERMANENTLY ERASE
FROM ALL COMPUTER MEMORIES AND STORAGE MEDIA ALL COPIES OF THE SOFTWARE
AND DOCUMENTATION.

Thic End-TTser Tirenze Aoreement (the daresmmend| offective sz of the date vom accent the ¥

11 accept the terms in the License agreement

5. Read the End-User License Agreement. If you agree, select | accept the terms in the License

Agreement, and click Next to continue.

6. The Windchill Home Directory location dialog appears:

Installation Manual
Version 2026-04-29-V1
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Secude HaloCAD for Windchill Setup x
Set the Windchill Home Directory location to install HaloCAD for Windchill Jars.
Location C:\ptc\Windchill_13.0\Windchil | El
Windchill Directory
< Back MNext = Cancel

7. Select the Windchill server's home directory in your system and click Next. For example,
C:\ptc\Windchill 13.0\Windchill. Please ensure the correct home directory path is entered;
otherwise, the installation will fail and display an error message as "Windchill Home Directory path is
incorrect. So please enter the correct path." To return to any point in the installation process, click the
Back button (optional).

8. The destination folder selection dialog will appear:

Installation Manual 11 of 43
Version 2026-04-29-V1
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Secude HaloCAD for Windchill Setup *

HaloCAD

Set the destination folder to install HaloCAD for Windchill.

Welcome

License Agreemenkt

Location C:'¥Program Files

Windchill Diredory

Destination Directory

MPIP Information

Installation

Destination folder selection dialog
9. By default, application files are stored in the program files directory (C: \Program Files). If you
would like to choose an alternate location, click the Browse button and select your location
preference.
10. The certificate-based authentication dialog appears. To avoid errors, please ensure that you enter

the correct Microsoft Entra ID application details in the installation wizard.

Installation Manual 12 of 43
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Secude HaloCAD for Windchill Setup X

Please provide the details for certificate based authentication

Azure Application ID: | Sf0de2dd-8d45-4a3f-06 76 -bf4befF17d44 |

Tenant IDyTenant Name: | Bc425ee7-3525-4657-ac77-7dc198712cb3 |

Thumbgprint: | 9d2fdcae 3f6eassf773df54d377ca09b34fca202 |

Cloud Type: Commercial 2

MPIP Information

a. Azure Application ID: Enter the unique identifier of your registered application. For
example, 9fode2dd-8d49-4a3f-9676-bfab6ff17d44

b. Tenant ID/Tenant Name: Enter your Microsoft Entra tenant name (for example,
contoso.onmicrosoft.com) or its tenant ID (for example, 8c425ee7-352a-4657-ac77-
7dc198712cb3).

c. Thumbprint: Enter the thumbprint of the MPIP authentication certificate installed in the Local
Computer certificate store. For example, 9d2fdcae3f6ea56f773df54d877ca09b34fca202.

d. Cloud Type: Commercial is selected by default. Based on your Azure subscription and
configuration, select the required cloud type from the list: Commercial, Custom, Germany,
US_DoD, US_GCC, US_GCC_High, US_Sec, US_Nat, or China_01. If you select Custom, enter the
appropriate URLs in the Protection Cloud URL (for example, https://api.aadrm.com) and Policy

Cloud URL (for example, https://dataservice.protection.outlook.com) fields.

e. Click Next.

11. The installation begins, and the progress is displayed in the dialog.

Installation Manual 13 of 43
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Secude HaloCAD for Windchill Setup X

HaloCAD

Welmome

License Agresmenkt
Flease wait while installation completes

Winddhill Diredbory

Desfbnabion Directory

MPIP Infarmation

Installation

< Back MNext > Close

Installation progress dialog

12. When the installation is complete, a message appears confirming that the HaloCAD component has

been successfully installed.

Secude HaloCAD for Windchill Setup X

Welcome

Secude HaloCAD for Windchill Setup is completed
successfully.

License Agreement

Winddhill Diredory

Deshinafion Diradory

MPIP Infarmation

Installafan

Installation completed dialog

Installation Manual
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13. Click Close to close the installation wizard.
2.3.1.2. Silent Mode

Besides graphical mode, the HaloCAD for Windchill component can be installed in silent mode, which
does not require user involvement or display a user interface. It is a convenient way to streamline the

installation process using commands at once.

1. Open the Command Prompt with elevated rights (Run as Administrator).

2. Navigate to the directory of the HaloCAD for Windchill component installer.

3. To know the list of options available in silent mode, follow the steps given below:
Type HaloCAD_Windchill_Setup.exe -help
Press Enter

Output

HaloCAD_Windchill Setup.exe -install -wdir <Windchill Home_ Directory> -dir
<destination_directory> -applicationid <application_id> -tenantid <tenant_id> -
thumbprint <thumb_print> -cloudtype
<(Commercial |Custom|Germany|US_DoD|US_GCC|US_GCC_HIGH|US_Sec|US_Nat|China 01)> (if
cloudtype is Custom) <protectioncloudurl> <policycloudurl>
HaloCAD Windchill Setup

4. The following command illustrates how to install the HaloCAD for Windchill component.
HaloCAD_Windchill Setup.exe -install -wdir "C:\ptc\Windchill 13.0\Windchill" -dir
"C:\Program Files" -applicationid "9f@de2dd-8d49-4a3f-9676-bf4b6ff17d44" -tenantid
"8c425ee7-352a-4657-ac77-7dc198712cb3" -thumbprint
"961602617275c2ab538cf28bb3648cOc6d97edab" -cloudtype "Commercial”

5. Press Enter.

6. The installation is complete.
2.3.2. Configuration Methods

This section describes two methods (command line and GUI) for configuring the parameters of
HaloCAD for Windchill and HaloENGINE components.

2.3.2.1. Configuration Using Tool (GUI)

Prerequisites: Ensure that HaloCAD for Windchill is installed before proceeding.

Installation Manual 15 of 43
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Follow these steps to configure the settings through the GUI:

Step 1. Stop PTC Windchill

1. Launch the Windchill Shell.
2. Type the stop command windchill stop and press Enter.

Result: A confirmation message appears indicating that the Server Manager stopped.

Step 2. Run the HaloCAD for Windchill Configuration Tool.

1. Navigate to the destination folder you specified during installation. The default folder is C: \Program
Files\Secude\HaloCADWindchill\config.
2. Double-click the jar file or type the following syntax and press Enter in either the Windows command
prompt or Windchill Shell with administrative privileges.
Syntax: <pathtojar>java -jar halocad-windchill-config-<version>.jar
For example: C:\Program Files\Secude\HaloCADWindchill\config>java -jar halocad-
windchill-config-<version>.jar

Result: The HaloCAD for Windchill Config Tool window is displayed.

Step 3. Enter the following information under the Windchill Configuration tab.

) HaloCAD for Windchill Config Toal — O >

| Windchill Configuration | Primary HaloENGINE Configuration | Others... |

Fail Safe Mode i1 Strict ® Tolerant

Log Level INFO -

Windchill Server Type ) MainServer

(@ ReplicaServer

Windchill Admin Name |wu::admin |

Windchill Admin password

Close Apply

S
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1. Fail Safe Mode: The Fail-Safe Mode controls the system's behavior in case of inconsistencies that
prevent the specified protection from being applied (conflicting configuration, server component

unreachable, or returning an error message, etc.). You can define any one of the following:
a. Strict: The file upload or download will be blocked whenever any error occurs.

b. Tolerant (default): The file upload or download will be allowed, even when an error occurs.

2. Log Level: Select a log level of your choice.
a. INFO (default): A standard log level that highlights the progress of the application.
b. ERROR: Logs error events that prevent program execution.

c. DEBUG: Logs detailed tracing messages. It should be used for information required for

diagnosing issues and troubleshooting.

3. Windchill Server Type: Choose one of the following options based on your environment.

a. MainServer: If you have only the Main Server, select Main Server in Windchill Server Type. By
default, the Ul displays Disable Windchill REST, indicating that the Windchill REST service is
disabled. You can enable it to retrieve application data from the Main Server by selecting Enable
Windchill REST.

Note: Enabling the REST service is required only when the Main Server is linked to a Replica
Server and files are downloaded from it.

b. ReplicaServer: This option applies to the Windchill File Server/Windchill Content Cache Server,
which acts as a remote site in the Windchill environment. It is a lightweight server that stores
master data but does not host the Windchill database. The master server manages the database
metadata and maintains information about the files stored on the File Server. If you select this
option, you must configure the following:

=  Windchill Admin Name: Enter the administrator's name for the Main Server. For example,

wcadmin.
=  Windchill Admin password: Enter the administrator password.
4. Click Apply. A red tooltip message appears if any required values are missing. Enter the missing
information and click Apply to continue.
Result:

e A confirmation message dialog box appears.
e Click OK to close the dialog box.

e The configuration files are generated in the installation directory.
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Step 4. Go to the Primary HaloENGINE Configuration tab, and then enter the following information.

I8 HaloCAD for Windchill Config Tool — O x

[ Windchill Configuration | Primary HaloENGINE Configuration | Others... |

Certificate Name Windchill01_Clientkey jks Choose File
Certificate Password | ----------------- |
HaloENGINE Host |1D.41.14.1EQ |
HaloENGINE Endpoint Port |8?4E |

HaloENGINE Service File Mode @ Fjlepath (O Stream

Customer ID |ha|n_cust0mer |
System ID IWINDCHILLO| |
Secondary HaloENGINE
T
Ww. Close Apply

1. Certificate Name: Click Choose File to browse and select the client Keystore in JKS format,
generated by the HaloENGINE Admin Portal [through which communication is established between
HaloENGINE (primary) and Windchill]. For example, Windchillel_ClientKey.jks

2. Certificate Password: Enter the password of the selected client Keystore. For example, Key$T#123

3. HaloENGINE Host: Enter the IP address/FQDN of HaloENGINE. For example, 10.41.14.169

4. HaloENGINE Endpoint Port: Enter the endpoint port from which HaloENGINE can be accessed. For
example, 8746

5. HaloENGINE Service File Mode: Select the file transmission method.
a. FilePath (default): File stored in a local temporary location for the encryption and decryption
process. Here, file path information is used for transferring.

b. Stream: File as a sequence of bytes.

6. Customer ID: Enter the Customer ID that has been assigned in the Admin Portal. For example,
halo_customer.
7. System ID: Enter the Windchill Server's hostname, and the same must be entered in the System

Unique ID (HaloENGINE admin portal). For example, WINDCHILLO1
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8. Secondary HaloENGINE: If you want to set up a failover mechanism in your environment, select this
check box. HaloCAD supports connection failover between two HaloENGINEs. For more information,

please refer to the section “Failover Mechanism for HaloENGINE in HaloCAD for PLM".

9. Click Apply. A red tooltip message appears if any required values are missing. Enter the missing
information and click Apply to continue.
Result:
¢ A confirmation message dialog box appears.
e Click OK to close the dialog box.
¢ [f the Secondary HaloENGINE option is selected, the Secondary HaloENGINE Configuration tab
appears in the Configuration Tool (see step 5). Otherwise, proceed to step 6.

Step 5. Go to the Secondary HaloENGINE Configuration tab, and then enter the following information.

If you have not selected the Secondary HaloENGINE option on the Primary HaloENGINE Configuration
tab, skip this step. This step is required only if you plan to use the failover mechanism.

Prerequisite: Ensure that the secondary HaloENGINE uses the same configuration profiles and rules as
the primary HaloENGINE. This ensures that, if the primary HaloENGINE fails, the secondary HaloENGINE

can immediately take over and maintain uninterrupted operation.

5 HaloCAD for Windchill Config Taol — d x

[ Windchill Configuration | Primary HaloENGINE Configuration | Secondary HaloENGINE Configuration | Others... |

Certificate Name WindchillD2_Clientkey jks Choose File

Certificate Password | -------- |

HaloENGINE Host |‘1U.9‘1.EI.‘19EI |

HaloENGINE Endpoint Port 3746 |

Info

Ensure that both Primary and Secondary HaloENGINES have
identical classification profiles and rules.

=
y

w; | Close || Apply |
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1. Certificate Name: Click Choose File to browse and select the client Keystore in JKS format, which is
generated by the HaloENGINE Admin Portal [through which communication is established between
HaloENGINE (secondary) and Windchill]. For example, Windchille2_ClientKey.jks

2. Certificate Password: Enter the password of the selected client Keystore. For example, Key$T#1234

3. HaloENGINE Host: Enter the IP address/FQDN of HaloENGINE. For example, 10.91.0.190

4. HaloENGINE Endpoint Port: Enter the endpoint port from which HaloENGINE can be accessed. For
example, 8746

5. Click Apply. A red tooltip message appears if any required values are missing. Enter the missing

information and click Apply to continue.
Result:

¢ A confirmation message dialog box appears.

e Click OK to close the dialog box.

Step 6. Go to the Others tab, and then enter the following information.

I8} HaloCAD for Windchill Config Tool — O x

| Windchill Configuration | Primary HaloENGINE Configuration | Secondary HaloENGINE Configuration | Others... | |

File Optimization (™ single Label Optimization @& Multi Label Optimization

Custom Attribute ® Yes 0 No

New Attribute |syste m | Add —
Attribute Name document

2

W, Close Apply

1. File Optimization: Choose one of the following options for file optimization. By default, Single Label

Optimization is set.

a. Single Label Optimization: The top-level file label is considered and applied to all dependent

files.
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b. Multi Label Optimization: Each file type group label defined in the Classification Engine is

considered and applied to the corresponding group during ASM optimization.

2. Custom Attribute (Global Attribute)

a. If you do not want to use custom attributes, simply click Apply and Close the configuration tool

window.

b. If you want to use custom attributes, choose Yes in Custom Attribute, and then fill out the

following information.

3. New Attribute: Enter the name of an attribute and then click Add. For example, the document is a
new attribute added to the list.

4. The attribute will be added to the Attribute Name list.

5. Click Apply. A red tooltip message appears if any required values are missing. Enter the missing
information and click Apply to continue.

Result:
e A confirmation message dialog box appears.
e Click OK to close the dialog box.
e Click Close to exit the Configuration Tool.
e To remove an attribute from the list, select the attribute, click Remove, and then click Apply to

save the configuration.

Step 7. Start Windchill.

1. Close and reopen the Windchill shell.
2. Type the start command windchill start and press Enter.
Result:
e A confirmation message appears indicating "wt.manager.ServerLauncher - Starting Server
Manager".

e During initialization, the MethodServer log displays messages that confirm the configuration was

successful.
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i MethodServer-1@11104 - m| *

chill\HaloENGINESe
hill\HaloENGINESe

em.out

ude

ude

ude ha

ude rima aloENGINE

ude ~im: HaloENGIME le for Moni
ude E :Fi m: Sta dow

ude aloCAD:File: File Name: Temp

Related tasks

e The same logs can be seen in the MethodServer-xxx-log4j.log file.
e HaloCAD for Windchill component-related activities are logged

in %WINDCHILL_HOME%\Windchill\logs.
2.3.2.2. Configuration Using the Command Line

This is an alternative method of configuring the HaloCAD and HaloENGINE parameters using the

command line.
Prerequisite: Ensure that HaloCAD for Windchill has been installed.

Follow the command-line instructions. A sample is provided below:

1. Open the Windchill Shell window, type java -jar halocad-windchill-config-<version no>.jar

-shell, and press Enter.

C:\Program Files\Secude\HaloCADWindchill\config>java -jar halocad-windchill-config-
<version>.jar -shell

HaloCAD for Windchill Config Path: C:\Program Files

1. Windchill Configuration
2. Primary HaloENGINE Configuration
3Jo OTHEES, oo
0. Exit

Note: If an invalid value is entered, the default value will be applied.

Please choose an option:

Windchill Configuration:
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Fail Safe Mode: (Default:Tolerant)
1. Tolerant

2. Strict

Please choose an option:

1

Log Level: (Default:INFO)
1. INFO

2. DEBUG

3. ERROR

Please choose an option:

2

Windchill Server Type: (Default:MainServer)
1. MainServer

2. ReplicaServer

Please choose an option:

Windchill REST: (Default:Disable Windchill REST)
1. Disable Windchill REST
2. Enable Windchill REST

Please choose an option:
1
Saved Successfully.

Windchill Configuration:

Fail Safe Mode :Tolerant
Log Level :DEBUG
Windchill Server Type :MainServer

Windchill REST :Disable Windchill REST

Modify all configuration
Modify the particular configuration

Back to main menu

o W N

Exit

Please choose an option:

1
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
! I
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
1
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s~ 1
I I
| |
| 1. Windchill Configuration |
I 2. Primary HaloENGINE Configuration I
I 3. Others... I
| 0. Exit |
I I
| Note: If an invalid value is entered, the default value will be applied. |
I I
I I
I Please choose an option: I
I 2 |
I I
et |
I ) . . I
| Primary HaloENGINE Configuration: |
| I
I I
I Enter the Certificate Path: I
I C:\Users\Administrator\Desktop\Windchill01l ClientKey.Jjks I
| File name:WindchillOl ClientKey.jks. |
I I
I I
I Enter the Certificate Password: I
I I
I I
| Secondary HaloENGINE: (Default:Disable) |
I . I
I 1. Disable |
I 2. Enable I
I ’ I
I I
I I
| Please choose an option: |
I I
[ L [
I I
I I
I Enter the HaloENGINE Host: I
| 10.41.14.169 |
I I
I I
I Enter the HaloENGINE Endpoint Port: (Default:8746) I
I 8746 I
I I
I I
I I
| Enter the Customer ID: |
I I
I halo customer I
I I
I I
I Enter the System ID:
| WINDCHILLO1 |
I I
I I
I HaloENGINE Service File Mode: (Default:File Path) I
I 1. File Path I
| 2. Stream |
I I
I I
I Please choose an option: I
| 5 |
| |
T ——— — ————— —— — —— — —— — — — —— — —— — —— — — — —— — —— — — — —— — —— — —— — — — —— — —— C
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Primary HaloENGINE Configuration:

Certificate Name :Windchill01l ClientKey.jks
HaloENGINE Host :10.41.14.169

HaloENGINE Endpoint Port :8746

HaloENGINE Service File Mode :Stream

Customer ID :halo customer

System ID :WINDCHILLO1

Secondary HaloENGINE :Disabled

Modify all configuration
Modify the particular configuration

Back to main menu

o w N

Exit

Please choose an option:

Windchill Configuration

Others...
Exit

Note: If an invalid value is entered, the default value will be applied.

Please choose an option:

Others...

File Optimization :Single Label Optimization

Custom Attribute :No

File Optimization
Custom Attribute

Back to main menu

o W N

Exit
Please choose an option:

-I
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

Primary HaloENGINE Configuration I
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

e

o W N
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2. Yes

Please choose an option:
1
Custom Attribute Disabled Successfully.

Others...
File Optimization :Single Label Optimization
Custom Attribute :No

1. File Optimization
2. Custom Attribute

3. Back to main menu
0

. Exit

Please choose an option:

2. Click Close to close the Windchill Shell.

2.4. Configuring the Tomcat Service

About the Term “HaloENGINE Tomcat Service”
The HaloENGINE Tomcat Service is a common component used in both the HaloENGINE and
HaloCAD products. Since it was initially developed for HaloENGINE and later adopted across

HaloCAD, all Tomcat instances in Secude appear under the name “HaloENGINE Tomcat Service.”

During installation, Azure details are provided to initialize the HaloENGINE Tomcat Service. After
successful authentication, the labels are fetched automatically. To update MPIP-related details (such as

the Application ID), use heslibconfig.exe.

Default locations of log files

Name Default Path
HaloCAD log C:\Program Files\Secude\Tomcat\logs\haloproxy.log.
Configuration tool C:\Program

Files\Secude\HaloCADWindchill\HaloENGINEService\lib\heslibconfig

.exe
MIP logs C:\Program
Files\Secude\HaloCADWindchill\HaloENGINEService\logs\mip cache_s
torage\mip\logs
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To update your Azure details, follow the procedure below.

e Open the Command Prompt with elevated rights (Run as Administrator).

¢ Navigate to the directory where heslibconfig.exe is located.

e To view the list of available options in silent mode, enter the following command:
Type heslibconfig.exe -help
Press Enter
Output
Usage:
heslibconfig.exe -testmip
heslibconfig.exe -update -applicationid <application_id> -tenantid <tenant_id> -
thumbprint <thumb_print> -cloudtype
<(Commercial |Custom|Germany|US_DoD|US_GCC|US_GCC_HIGH|US Sec|US_Nat|China @1) (if
cloudtype is Custom) <protectioncloudurl> <policycloudurl>

e The following command illustrates how to update json file.
heslibconfig.exe -update -applicationid 9f@de2dd-8d49-4a3f-9676-bfab6ff17d44 -
tenantid 8c425ee7-352a-4657-ac77-7dc198712cb3 -thumbprint
961602617275c2ab538cf28bb3648c@c6d97edab -cloudtype Custom https://api.aadrm.com
https://dataservice.protection.outlook.com

¢ A confirmation message appears stating that the configuration JSON file location has been

successfully updated, ...\config\HaloENGINESVC. json
Configuration change in JSON File

After installation, navigate to the configuration folder. . . \HaloENGINEService\config, and you will find
a JSON file that contains the HaloENGINE Tomcat Service configuration properties. Note: From the list
of default parameters, only the parameters listed below should be modified, and only when necessary.

All other parameters must remain at their default values to ensure proper system functionality and

stability.
Name Description
block_pii Enable or disable the visibility of Personally Identifiable Information (PII) in
the MIP SDK logs.
o false—PlIl will be visible in clear text in the MIP SDK logs.
o true—PIl will be masked with asterisks in the MIP SDK logs. This helps
to protect the PllI's confidentiality.
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Name Description
cachetype MPIP cache storage type used by the service.

¢ In Memory—0, maintains the storage cache in memory in the
application.

e On Disk—1 (default storage type), stores the database (SQLite3) on disk
in the directory provided in the settings object. The database is stored in
plaintext.

e On Disk Encrypted—2, stores the database (SQLite3) on disk in the
directory provided in the settings object. The database is encrypted

using OS-specific APlIs.

cacheuserlicense e (0—false, End User License (EUL) will NOT be stored in the MPIP cache
storage.
e 1—true (default value), End User License (EUL) will be stored in the

MPIP cache storage

databoundary Audit and telemetry events are sent to the nearest collector, where these

events are stored and processed.
Other options:

1. Asia

2. Europe_MiddleEast_Africa
3. European_Union

4. North_America

For example, if your AIP administrator sets North_America, the HaloENGINE
Tomcat Service forces all telemetry and audit data to go directly to North

America.
enabledke Double Key Encryption

e 0 (default value)—Disables the DKE functionality in the HaloENGINE
Tomcat Service.
e 1 (On)—Enables the DKE functionality in the HaloENGINE Tomcat

Service.

Please be aware that DKE labels are only visible when DKE functionality is

enabled.
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Name Description
enablefiletracking To register a protected file to track and revoke.

e 0 (default value)—the protected file will not be registered for file tracking
and access revocation.
e 1—The protected file will be registered for file tracking and access

revocation
enableminimaltelemetry To transmit diagnostic information to Microsoft.

e 0 (default value)—all diagnostic events are transmitted.

e 1—Minimum diagnostic events are transmitted.
log_level The available log levels are ERROR, WARNING, INFO, and DEBUG.

log_purge It indicates removing files older than a defined time frame. By default, the log

files older than 7 days will be deleted.

streambuffersize It is a buffer size used for memory-based encryption with the MIP SDK. When
the allotted buffer size is exceeded, an additional memory of stream buffer
size is allocated, and this process is repeated until the encryption/decryption

operation is completed. The default setting is TOMB.

templatefile_purge Defines the purge time of template files that are generated for every CAD
assembly file (compound file) download. The default value set is one hour.
For example, when a file is downloaded at 15:25 hours, the HaloENGINE
Tomcat Service creates a template file in the tmp\GUID folder (which can be
located in the HaloENGINE Tomcat Service user's profile folder). In the
background, it examines and deletes files that have reached the configured
time, i.e., after 16:25 hours. Note: This is only applicable in the event of CAD

assembly file labeling.

2.4.1. WinHTTP Proxy Settings

To allow MIP SDK to use the proxy settings set up in your environment, follow the steps below:
Determine whether the proxy server has been properly set up by running the following command.

C:\Windows\system32>netsh winhttp show proxy
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| Direct access (no proxy server).

If the response to the command is as shown above, it indicates that the proxy server has not been

configured in the registry for WinHTTP.

To configure the proxy server for WinHTTP, use the following command:

Syntax: C:\Windows\system32>netsh winhttp set proxy <proxyservername>:<portnumber>
Example: C:\Windows\system32>netsh winhttp set proxy 190.160.166.191:8080

In this case, the proxy server has been set up with 190.160.166.191:8080. Once this command is
executed successfully, the registry is updated with the proxy server URL, and the HaloENGINE Tomcat

Service ensures that the configured proxy settings are applied.
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3.Updating the HaloCAD Configuration

In both Windows and Linux environments, you can alter the configuration at any time by using either the

HaloCAD Configuration Tool (GUI) or the command line.
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4. Appendix

This section provides supplemental information.

4.1. Enabling Split Authentication

In a Windchill setup with Single Sign On (SSO) implemented on the master/main server and a replica
server connected to it, HaloCAD has a limitation when obtaining metadata from the replica server using

SSO0-based authentication.

Split authentication can overcome HaloCAD's limitation in accessing REST calls from the replica server
to the main server. All other activities are performed using SSO authentication or customized

authentication that the customer uses, except for HaloCAD operations on the replica server.

PTC has recommended this solution, and it can be found in Knowledge Base Article CS291543. The
following example shows how to configure split authentication for the HaloCAD Controller endpoint on
the main server.

Follow the steps for the configuration:

1. Stop the Windchill and Apache servers.

2. In the HTTPServer directory <WT_HOME >\HttpServer\conf\conf.d (for example,
C:\ptc\Windchill_12.@\HTTPServer\conf\conf.d), create a new configuration file with a number
higher than the existing <number>-app-Windchill-Auth.conf file. For example, if there is a file with
39-app-Windchill-Auth.conf, you can create one with 40-app-Windchill-Auth.conf.

3. Now enter the following values into the file and save it.

<LocationMatch ~/4+Windchill/+servlet/+HALOCADController (;.*)?>
AuthName "Windchill"
AuthType Basic
AuthBasicProvider Windchill-LDAP
Require valid-user

</LocationMatch>

4. Restart the Windchill and Apache servers.

4.2. Failover Mechanism for HaloENGINE in HaloCAD for PLM

Server failover between two systems supports uninterrupted operation and service reliability in case of
a breakdown. The server failover configuration is "active-standby," meaning that the primary server is

"active", and the secondary server is "standby."
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HaloCAD for PLM supports connection failover between two HaloENGINEs. Here's a summary of its

purpose:

1. High Availability: If the primary HaloENGINE fails, the secondary HaloENGINE will take over, reducing
downtime and maintaining continuous operation.
Example: Let us assume that your business process requires no downtime.
As per the business security policy, your administrator has configured Fail-Safe Mode as Strict to
block any file upload or download whenever an error occurs. If HaloENGINE encounters an
unexpected issue, failure to obtain label information will prevent file download or upload. In this
instance, the failover mechanism in HaloENGINE will be the ideal option for dealing with such
unforeseen scenarios, with no impact on the end user. Thus, even if the primary HaloENGINE
connection fails, HaloCAD recognizes the failure and instantly switches to the secondary
HaloENGINE to continue providing services.
Once the primary HaloENGINE is restored, it will be a standby for the secondary HaloENGINE. If there
is any failure in the secondary HaloENGINE, the primary HaloENGINE will again take over the

operations.
PRIMARY
(Active)
Connection failure “
> HaloENGINE
Hearbeat check
4 I

Failover monitor

Classification
Profiles and Rules

2519 HaloCAD .
Application V A”t°mat‘,'° direet
ciets for LW for PLM sonncion edrec SECONDARY
(Standby)
kOperations resume .‘
Hearbeat check HaloENGINE

@

Same Classification
Profiles and Rules as
in Primary

2. Redundancy: It provides redundancy, which means there is always another HaloENGINE ready to

take over if the primary one fails. This minimizes the possibility of a single point of failure.
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3. Data Integrity and Consistency: In the event of a failure, the failover technique can help guarantee

that data is consistent and file upload/download activities are not lost, which is crucial for systems

that rely on high data security.

Failover Mechanism Requirement

1. Network Infrastructure: Minimal Secondary HaloENGINE needs to be segmented so that the primary

and secondary HaloENGINEs don't share the same network.

2. Data replication: Both HaloENGINEs must have the same classification profiles and rules.

4.3.

Third-Party Libraries

Third-party software/code is included or bundled with Secude's products according to its appropriate

license. Secude conducts testing to make sure the third-party products are compatible with and

perform as intended with Secude applications.

The third-party libraries and dependencies used by HaloCAD for Windchill are shown in the table below.

Library Version
commons-io 2.+

jna 5.13.0
jna-platform 5.13.0
MIP SDK 1.16.126.0
MSAL 4731

Source Code

https://mvnrepository.com/artifac

License Link

https://www.apache.org/licenses/

t/commons-io/commons-io

https://mvnrepository.com/artifac

LICENSE-2.0.txt

http://www.apache.org/licenses/LI

t/net.java.dev.jna/jna

https://mvnrepository.com/artifac

CENSE-2.0.txt

http://www.gnu.org/licenses/licens

es.html

http://www.apache.org/licenses/LI

t/net.java.dev.jna/jna-platform

CENSE-2.0.txt

https://learn.microsoft.com/en-

http://www.gnu.org/licenses/licens

es.html

https://docs.microsoft.com/en-

us/information-

protection/develop/version-

release-history

https://qithub.com/AzureAD/micr

us/information-protection/develop/

https://qgithub.com/AzureAD/micro

osoft-authentication-library-for-

soft-authentication-library-for-

dotnet

dotnet/blob/master/LICENSE
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Library Version

Spdlog

1.15.3

Source Code License Link

- https://qgithub.com/gabime/spdlog

4.4. Metadata Definition

The table below lists the Windchill metadata available in the HaloENGINE.

Windchill metadata

server_name

user_name

file_name

project_name

product_name

lifecycle_template

user_role

lifecycle_state

Use

Derivation from server name (FQDN of the Windchill server).
(For example, svin@eo7.secude.local)

Derivation from Windchill logged-in users.

(For example, John and Derek)

Derivation from the file name.

Derivation from the project name.

(For example, Windchill)

Derivation from product name (For example, Windchill).

Derivation from the lifecycle of a file. Lifecycle provides an overview of
how business items develop and serves as a model for the
commercialization process. The lifecycle templates may be of the
following types: Approval, Basic, Default, and so on. (For example,

Pipeline.prt - Default)
Derivation from the user role.
(For example, Designer and Engineer)

Derivation from the lifecycle of a file. Each phase of a lifecycle template
is associated with a lifecycle state. There are different kinds of lifecycle

states.

1. Approval (template): In work, under review, approved (states)
2. Basic (template): Basic: In work, released, canceled (states)

3. Default (template): Default: In work, under review, released (states)
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Windchill metadata Use
(For example, Pipeline.prt- Default-released)

security_label Derivation from Windchill access control policy. For more details,

please refer to the online PTC Windchill documentation.

(For example, Export Control, Corporate Proprietary, and Third Party

Proprietary)
file_type Derivation from file type (Creo file types and MS Office native file
types).
(For example, sec, prt, asm, xlsx)
library_name Derivation from the library name.
(For example, Density, Wheel, and Pipeline)
workspace_name Derivation from workspace.

(For example, Generic_computer and Drive System)

system_context Derivation from the origin of the data. (For example, Generic_computer,

and Drive System)

preexpression_custom_pre- | Derivation from custom pre-expression.

expression
P 1. Yes

2. No

4.5. Download Log Definition
This section explains the log definition for every log format that HaloENGINE supports.
4.5.1. What is SIEM Integration?

SIEM, which stands for Security Information and Event Management, is a comprehensive approach to
managing an organization's security information and events. SIEM integration refers to the process of
incorporating SIEM solutions into an organization's existing IT infrastructure to enhance its ability to
monitor, detect, and respond to security incidents. To support this approach, the HaloENGINE transmits
logs in JavaScript Object Notation (JSON), Log Event Extended Format (LEEF), and Common Event
Format (CEF).
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1. Common Event Format is an open log management standard developed by HP ArcSight. CEF
comprises a standard prefix and a variable extension that is formatted as key-value pairs.

2. Log Event Extended Format is a customized event format for IBM Security QRadar. LEEF comprises
a LEEF header, event attributes, and an optional Syslog header.

3. JavaScript Object Notation is a lightweight text-based open standard designed for human-readable
data interchange.

These logs are forwarded to the communications module, which transmits them to your collection

server via UDP or TCP. Ideally, a SIEM (Microsoft Azure Sentinel, Splunk, RSA, and others) server would

scan the received messages, sort them, and alert your security team.

HaloCAD for PLM/PDM

Forwarding logs
4.5.2. Why CEF Standard?

The CEF format is an open log management standard that simplifies log management. CEF allows third
parties to create their device schemas that are compatible with a standard that is used industry-wide
for normalizing security events. Technology companies and customers can use the standardized CEF
format to facilitate data collection and aggregation, for later analysis by an enterprise management
system. CEF is an extensible, text-based format designed to support multiple device types by offering
the most relevant information. It defines the syntax for log records consisting of a standard header and

a variable extension, formatted as key-value pairs.
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Syslog and CEF Header

The data is normalized and categorized into the ArcSight CEF for easy correlation and analysis. CEF
uses Syslog as a transport mechanism. It uses the following format, consisting of a Syslog prefix, a
header, and an extension, as shown below. If an event producer is unable to write Syslog messages, it is

still possible to write the events to a file.

Prefix | Header |[Extension]

10:29:48.486 host CEF:Version|Device Vendor|DeviceProduct|Device Version|Signature

ID|Name|Severity|[Extension]

Format  Description Example

Prefix Syslog applies a prefix to each message, no matter which = 10:29:48.486
device it arrives from, that contains the date and

hostname.

Header | Version is an integer and identifies the version of the CEF | CEF:0

format. The current CEF version is 0 (CEF:0).

Device Vendor, Device Product, and Device Version are | Secude|HaloCAD|6.10.0.0|

strings that uniquely identify the type of sending device.

e Device Event Class ID is a unique identifier per event- 100 (User download)
type.
e This can be a string or an integer. Device Event Class

ID identifies the type of event reported.

Extension The Extension field contains a collection of key-value Please refer to the following

pairs. The keys are part of a predefined set. table.

The standard allows for including additional keys as

outlined in "ArcSight Extension Dictionary”.

An event can contain any number of key-value pairs in any

order, separated by spaces ("").

If a field contains a space, such as a filename, this is valid

and can be logged in exactly that manner.
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Format  Description Example

Secude uses only Standard Key Names from ArcSight

Extension Directory and no custom extensions.

The reason for that is to avoid significant limitations

custom extensions will cause.

14:19:44.920 CEF:0|Secude|HaloCAD|6.10.1.0|100|user
download|1|deviceCustomDatellLabel=exportTime deviceCustomDatel=Apr 13 2026 08:49:44
UTC externalld=06474D9CA79844D4BC358CB17F65B6BO deviceCustomDate2lLabel=1logTime
deviceCustomDate2=Apr 13 2026 08:49:44 UTC act=unblocked fname=Test.txt filePath=New
Product fileType=txt fsize=3049 in=3049 shost=windchill122 duser=wcadmin,type:Product
Manager dst=10.41.13.22 requestClientApplication=[null] cs2Label=DataDestination cs2=[
platform\=[Windows NT], browser\=[Mozilla/5.0 (Windows NT 10.0; Win64; x64)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36],
browser_version\=[null], device type\=[null], terminal id\=[10.41.0.112],
destination_attributes\=[{ key\=[client ip], value\=[10.41.13.22], type\=[null] }, {
key\=[client_host], value\=[10.41.13.22], type\=[null] }] ] cs3Label=DataOrigin cs3=[
source_type\=[PLM], system_name\=[windchill122], client_type\=[WINDCHILL],
plm_info\=[{ key\=[product_name], value\=[New Product], type\=[null] }, {
key\=[system context], value\=[New Product], type\=[null] }, {
key\=[organization_name], value\=[SECUDE], type\=[null] }, {

key\=[lifecycle template], value\=[Basic], type\=[null] }, { key\=[lifecycle_ state],
value\=[In Work], type\=[null] }]] csd4lLabel=ClassifyProtectionData cs4=][

policy id\=[d7e95033-e7f1-4218-8941-7d60d8e9cf69], policy name\=[CADSecured],

policy type\=[company policy], error\=[false], author\=[HaloENGINE Service] ]

4.5.3. Why LEEF Standard?

The Log Event Extended Format (LEEF) is a customized event format for IBM Security QRadar that

contains readable and easily processed events for QRadar.
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Syslog and LEEF Header

The LEEF format consists of a Syslog header, a LEEF header, and event attributes. The Syslog header is
an optional field. The Syslog header contains the timestamp and IPv4 address or hostname of the
system that sends the event. The LEEF header is a required field for LEEF events. The LEEF header is a
pipe delimited (]) set of values that identifies your software or appliance to QRadar. Event attributes
identify the payload information of the event that is produced by your appliance or software. Every event

attribute is a key-value pair with a tab that separates individual payload events.

Syslog Header | LEEF Header |[Event Attributes]

15:03:24.203 LEEF:2.0|Secude|HaloCAD|6.10.1.0|100|"|exportTime=Apr 15 2026 ©9:33:24
UTC”eventName=user download”externalld=9BE@4917052F4E31B5DO556BD52CD104"1ogTime=Apr 15
2026 09:33:24 UTC™act=unblocked;protected originally”~fname=filel

(5).docx~filePath=New Folder~ftype=docx"fsize=11879"fdwnsize=11879"shost=windchill122~
usrName=wcadmin, type:Product Manager~dst=10.41.0.253"usrAgent=[null]~dataDestination=[
platform=[Windows NT], browser=[Mozilla/5.0 (Windows NT 10.0; Win64; x64)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/147.0.0.0 Safari/537.36 Edg/147.0.0.0],
browser version=[null], device type=[null], terminal id=[10.41.0.122],
destination_attributes=[ {key=[client_ip], value=[10.41.0.253], type=[null]},
{key=[client_host], value=[10.41.0.253], type=[null]} ] ]~dataOrigin=[
source_type=[PLM], system_name=[windchill122], client_type=[WINDCHILL], plm_info=[
{key=[product _name], value=[New Folder], type=[null]}, {key=[system context],
value=[New_Folder], type=[null]}, {key=[organization_name], value=[SECUDE],
type=[null]}, {key=[lifecycle template], value=[Basic], type=[null]},

{key=[lifecycle _state], value=[In Work], type=[null]} ] ]~classifyProtectionData=[
policy id=[d7e95033-e7f1-4218-8941-7d60d8e9cf69], policy name=[CADSecured],

policy type=[company policy], error=[false], author=[HaloENGINE Service] ]

Format Description Example

Syslog Header = The Syslog header ©3:44:14.061
contains the

timestamp.

LEEF Header LEEF:version An integer value that identifies the major and minor version of

the LEEF format that is used for the event, for example,
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Format Description Example
LEEF:2.0|Vendor|Product|Version|EventID]|

Product name A text string that identifies the product that sends the event log
to QRadar, for example,
LEEF:2.0|Secude|HaloCAD|6.10.0.0|100 |

Product version A string that identifies the version of the software or appliance

that sends the event log, for example,

LEEF:2.0|Secude|HaloCAD|6.10.0.0|100|

EventID A unique identifier for an event.
Delimiter Pipe Specifies an alternative delimiter to the attributes. You can
Character use a single character or the hex value for that character. The

hex value can be represented by the prefix 0x or x, followed by a

series of 1-4 characters (0-9A-Fa-f).

Event Attributes Predefined Key A set of key-value pairs that provide detailed information about
Entries the security event. Each event attribute must be separated by a
tab or the delimiter character, but the order of attributes is not

enforced.

4.5.4. Why JSON Standard?

The JSON format is a lightweight text-based interchange format used for serializing and transmitting
structured data over the network connection. Furthermore, it supports Security Information and Event

Management solutions (e.g., Microsoft Azure Sentinel, Splunk, etc.,) seamlessly.

JSON syntax is considered as a subset of JavaScript syntax; it includes the following:

1. Data is represented in name/value pairs.
2. Curly braces hold objects and each name is followed by "'(colon), the name/value pairs are
separated by ',(comma).

3. Square brackets hold arrays and values are separated by '/(comma).
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15:06:52.584

{"log_id":"1BAF4F@1FB4046FD8CAE9D976ADB9470", "product”:"HaloCAD", "source_host":{"shost
":"windchill122"},"protection":{"policy id":"d7e95033-e7f1-4218-8941-

7d60d8e9cf69", "extended_tags":[],"policy name":"CADSecured","error":false}, "destinatio
n_info":{"hostname":"10.41.0.122","destination_attributes":[{"value":"10.41.0.253","ke
y":"client_ip"},{"value":"10.41.0.253","key":"client_host"}], "destination_ip":"10.41.0
.253","0os":"Windows NT","recipients":[],"browser":"Mozilla/5.0 (Windows NT 10.0;
Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/147.0.0.0 Safari/537.36

Edg/147.0.0.0","device_type":"null", "browser_version":"null","user_agent":"null"},"cla

ssification":{"classification_ by system":[],"classification_by user":[]},"version":"6.
10.1.0","log_time":"Apr 15 2026 09:36:52
UTtc","event_id":100,"data_origin":{"generic_info":"null","sap_info":"null","system_nam

e":"windchilll22","pre_process_info":[], "source_type":"PLM","client type":"WINDCHILL",

"plm _info":[{"value":"New_Folder", "key":"product name"},{"value":"New Folder","key":

ystem_context"},{"value":"SECUDE", "key":"organization_name"},{"value":"Basic", "key":"1

ifecycle template"},{"value":"In
Work","key":"lifecycle state"}],"bi_info":"null"},"user_info":{"user_email":"HaloENGIN

E Service","user_type":"Product

Manager","user name"'"wcadmln"},"flle info":{"file path":"New Folder","file name":"Ex2

t","file type":
["unblocked", "protected_originally"], "export_time":"Apr 15 2026 ©9:36:51

xt","download_file size":4526,"original_ file size":4526},"action":

UTC","event":"user download"}

4.6. Uninstalling the HaloCAD Component from Windows

Once you stop using the HaloCAD component, you can uninstall it. Uninstall removes all files and

registry settings that were added to your computer at the time of initial installation.

Prerequisite: Make sure to stop the Windchill Server before performing uninstallation. Otherwise, an
error message will appear such as "Windchill Server instance is running. So please stop the server and

retry unistallation."

1. Click Start menu > go to Control Panel > Programs > Programs and Features > Uninstall a
Program > select HaloCAD for Windchill application from the list > right-click and

select Uninstall option or double-click on the installer HaloCAD_Windchill Setup.exe file.
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2. Depending on your Windows security settings, you may get a security warning as "Do you want to
allow the following program to make changes to this computer?". If you get this security warning, click
the Yes button to confirm that you want to uninstall the HaloCAD component.

3. The following confirmation message appears.

HaloCAD for Windchill

You are about to uninstall the HaloCAD for Windchill,
Are you sure you want to uninstall the application?

Yes Mo

4. Click Yes to confirm that you want to remove it from the computer.

HaloCAD for Windchill >

HaloCAD for Windchill Successfully Uninstalled,

Results:

e The HaloCAD component has been successfully uninstalled.
e Click OK to close the dialog.

e The uninstalling process is complete.

5. Alternate option: Remove the configuration files with the Config tool, then run the following

command.
HaloCAD Windchill Setup.exe -uninstall

Installation Manual 43 of 43
Version 2026-04-29-V1



A

AQD o 1
Application_id...........ccooeiiiiiiii 8
Cc

CloUd-tYPe ..o 8
Customer-id.........cooooieeiiieieeeeeeeeee e 8
D

Double-key-encryption..........cccccvevverieviicienennen. 26
F

Fail-safe.........ccocooiii 5
Fail-safe-mode ...........cccooveiiiiiiccecece, 8
J

JKS o 5
M

MaSTEI-SEIVET ........vvvveeeiiieeeiiee e 5
D ettt 1
MPIP et 1,5

Index

P

Pl 26
PN e e 1
R

ROOT-Ca. oo 58
S

Single-sign-oN ..o, 5,32
S0 it 5
StrEAM .. 5
SETICT e 5
System-id.......cooovieiiiee e 8
T

TeNANTI oo e 8
Thumbprint ..., 8
TS e e 5,8
TOIEIANT ..o 5
w



Secude

C www.secude.com )

About Secude

Secude, a trusted Microsoft and Siemens Digital Industries Software partner, is a global

leader in Zero Trust data protection and data governance.

Our solutions extend Microsoft Purview Information Protection (MPIP) to secure sensitive
files—including CAD and PLM assets—from the moment of creation. By embedding
persistent protection and access controls directly into design and engineering data, we
help enterprises prevent Intellectual Property (IP) theft, data leakage, reputational damage,
and compliance risks. With operations in Europe, North America, and Asia, Secude
supports global manufacturers, defense contractors, and AEC firms in implementing

robust IT security strategies across the product lifecycle and digital supply chain.
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